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Description: This document logs my installation of a windows server so I can set up my own active
directory. I want to gain hands-on experience on using active directory to give me more insight on how help
desk environments are and just to be more familiar with it in general as it is imperative to know how to
maneuver in an active directory within the IT space.

Installing Windows Server 2022 in VBOX

TL;DR
Windows Server 2022 is basically Microsoft's server operation system, entailing many types of
features such as more enhanced security and it being more flexible, having more

performance and scalability. It is an OS that is building on its predecessor, the Windows
Server 2019 version.

Overview / Goal

In this document, I will be noting my journey of installing Windows Server 2022 so I can then
implement an active directory within it.

Tools & Environment
e VPN / Lab: VBox

Download

Please select your Windows Server 202;
download

English (United States)
1SO downloads VHD download
64-bit 64-bit
edition edition



I searched up windows 2022 server download, and clicked on the official link
provided by microsoft. Over here, I am going to make sure that I download
the 64 bit edition ISO as this is the compatible one for my machine. (quite a
hefty download, about 4.7 GB, but expected as it is an ISO.)

Setup VIA Oracle Virtual Box

“ Mame and Operating System
Mame: Windows Server 2022
Folder:

150 Image:

Edition: Windows Server 2022 Standard Evaluation (10.0.20348.5¢

Type:  Microsoft Windows

Version: Windows 2022 (64-bit)
Skip Unattended Installation
» Unattended Install

» Hardware

» Hard Disk

Cancel

I clicked on the new button on the top pane, and now I am setting up the
specific VM I am about to create.

Note, I made sure to check the unattended installation, just forgot to check
that before screenshotting. I also just named it “Windows Server 2022" . I can
always change it later, but this is fine for now. Version is of course Windows
2022, with the correct Bit, 64,



T Create Virtual Machine — O *®

> Mame and Operating Systemn

» Unattended Install
' Hardware
Base Memonry: 8192 MB
4 MB 32768 MB
Processors:
1CPU 16 CPUs
Enable EFl (special O5es only)

» Hard Disk

Help

These are the specs/hardware I am running. Suitable for my machine, always
a good idea to stay in the green region of the bar.

) Storage

Controller: SATA
SATA Port Ot Windows Server 202
SATA Port 1: [Optical Drive] SERY|
Controller: Floppy
Floppy Device It Unattended-25edcd

b Audio

Host Driver:  Default
Controller:  Intel HD &Audio

' Metwork



Starting the machine to see if everything is working properly.

—r

File Machine View Input Devices Help

14 Microsoft Server Operating System Setup

& Microsoft

Language to install: {English (United States) -
Time and currency format: (Rl RNLTE RS &1 2] -

Enter your language and other preferences and click "Next" to continue.

ration. Al rights reserved.

Setting up the server! I kept these default as these were fine for me.



4 Microsoft Server Operating System Setup

2 Microsoft

Install now

Repair your computer

Corporation. All rights reserved.

Over here I click on “Install Now"



(& @ Microsoft Server Operating System Setup

Select the operating system you want to install

Operating system Architecture Date modified
indows Server 2022 Standard Evaluation w4 3/3/2022
indows Server 2022 Standard Evaluation (Desktop Experien... x64

‘Windows Server 2022 Datacenter Evaluation w54

Datacenter Evaluation (Desktop Experi...

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.

I clicked on the last option, the Datacenter evaluation option which gives a
desktop experience. This one gives a GUI interface rather than a CLI interface.



@ @? Microsoft Server Operating Systern Setup

Applicable notices and license terms

provided “AS IS,” and no warranty, implied or express (including the *

Limited Warranty), applies to these versions. By installing previews
on your device, you may void or impact your device warranty and
may not be entitled to support from the manufacturer of your device
or network operator, if applicable. Microsoft is not responsible for any
damage thereby caused to you. Microsoft may not provide support
services for previews, If you provide Microsoft comments, suggestions or
other feedback about the preview (“submission”), you grant Microsoft
and its partners rights to use the submission in any way and for any
purpose.

EULAID:Sept2020_DCSTD_EN-US

I accept the Microsoft Software License Terms. If an organization is licensing it, I am authorized
to bind the crganization.

License and terms.



@ ﬂ? Microsoft Server Operating System Setup

Where do you want to install the operating system?

MNarme Total size Free space Type

;,, Drive 0 Unallocated Space 500GE 500 GE

*4 Refresh 75 Delete _IEcrmat

% Load driver LT, Extend

Over here I made sure to click the drive 0 as I allocated 50 GB for it. (NOTE, I

skipped a screenshot previously,but it was asking if I wanted to do a custom
installation or not, so I made sure to click on that one!)



@? Microsoft Server Operating System Setup

Installing Microsoft Server Operating System

Status

4 Copying Microsoft Server Operating System files
Getting files ready for installation (0%)
Installing features
Installing updates

Finishing up

Collecting information 2 Installing Micr

Installation. I need to restart.



File Machine View Input Devices Help

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

Finish

Now I am prompted to make our password. Username by default is
Administrator. Don’t worry, I always make my passwords strong!



—
Press Ctrl+Alt+Delete to unlock. T8 = -

125/

Tuesday, January 13

Now I am in the lock screen of a reqular windows 10 one. Nostalgic.

File Machine View Input Devices Help
# Keyboard b 48 Keyboard Settings...
g% Mouse Integration B Soft Keyboard...
Insert Ctrl-Alt-Del Huost+Del
Insert Ctrl-Break
Insert Insert
Insert Print Screen

Insert Alt Print Screen

Insert Host Key Combo Host+Ins




Administrator
N

I maneuvered over input, keyboard, and then insert ctrl alt delete to prompt
me to the sign in area.



= Server Manager

=)

@~  Server Manager * Dashboard @1 P Menage ook

Dashboard . .
= Configure this local server
B Local Server =
i Al Servers QUICK START
EE File and Storage Services b 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW o _
4 Create a server group

5 Connect this server to cloud services

LEARN MORE

Hide

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1

= Fil d St H
i 1 el S e e 1 i Local Server L
Services

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
6 12:19 PM

E £ Type here to search

Now we are in the server manager!




e Server Manager

@~  Server Manager * Dashboard © Manage Took  View  Help

IS Dashboard Connect this server to cloud services

B Local Server Hide

i g v e e e [

fiF All Servers LEARN MORE

g File and Storage Services P
3 ROLES AND SERVER GROUPS

Roles: 1 Server groups: 1 | Servers total: 1

(] File énd storage 1 § Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance | Services
BPA results Performance
BPA results
ii All Servers 1
@ Manageability
Events
Services
Performance
BPA results

)}
P
[ |

. 1222PM
£ Type here to search % - ds 1/13/2026 -

Of course in the earlier screenshot we can see some services were red, that
just meant some services stopped. I made sure to resume the ones that were
stopped.

With that being said! Windows server is now set up, we can now continue with
Active Directory!



A L S o o e S

Active Directory Setup

TL;DR
In this section, I am going to use the windows server 2022 I just implemented in Vbox to
finally now setup Active Directory

Overview / Goal

My main goal is to get familiar with setting up Active Directory and knowing how to maneuver
within it. I want to learn how to set up group policies and much more! I want to gain
confidence within the realm of IT helpdesk, which involves the usage of Active Directory.

Tools & Environment
e VPN / Lab: VBox

e Windows Server 2022

Setting up AD

File Machine View Input Devices Help

= Server Manager

@~  Server Manager * Dashboard © Manage Tooks  View _ Help
_ Add Roles and Features

T AT T Il WA

Remave Roles and Features

I22 Dashboard 5 Connect this server to cloud services Add Servers

B Local Server Create Server Group

™ LEARN MORE

B& All Servers Server Manager Properties
¥E File and Storage Services P

I went to the top right of the pane and clicked on mange, then to add roles and
features.



Manage Tools

5 Connect this serv

B Local Serve & Add Roles and Features Wizard — O x Hide
«\,ii All Servers
ii File and 5tg . DESTINATION SERVER
Before you beglﬂ WIN-51BFEACFVKU

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[ Skip this page by default

‘ BPA results

Doing so brings me to this page



Server Manager * Dashboard @ Manage  Tools

Connect this server to cloud services
B Local Serve Fﬁ Add Roles and Features Wizard - O = Hide
ii All Servers

%iﬁ File and St

DESTINATION SERVER

Select installation type WIN-51BFEACFVL

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin - 8 8
= machine, or on an offline virtual hard disk (VHD).

@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

BPA results
| PO . M= _ =

I made sure to click on the next, when you are here, keep this default as we can to
have role based installation.

File Machine View Input Devices Help

Manage Tools

T T T S VAl

5 Connect thi r to cloud services

B Local Serve [z Add Roles and Features Wizard - ] X Hide
#iF All Servers

BE File and Stq DESTINATION SERVER

Select destination server S Erecved

Before You Bagin Select a server or a virtual hard disk on which to install roles and features.

elect a server from the server pool
J Select a virtual hard disk

Server Pool

Filter: |

Narme IP Address Operating System




I made sure to click the correct server. Of course, I only have one right now setup so
this was easy to locate.

Select one or more roles to install on the selected server.
Roles

[ ] Active Directory Certificate Services
Active Directory Domain Service
[ ] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ ] Device Health Attestation
[ ] DHCP Server
[ ] DNS Server
[ ] Fax Server
I [m] File and Storage Services (1 of 12 installed)
[ ] Host Guardian Service
[] Hyper-V
[ 1 Metwork Contraller
[ ] Metwork Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access

" N =Y 1 -

On the next page I made sure to click on Active Directory Domain Services, or AD DS.
Critical for Active Directory

It will prompt a bunch of things that need to be added, just clicked on Ok



O

Server Manager * Dashboard

L et | e e e e [ )

un

-@I1F

Manage Tools

Connect this server to cloud services

i Local Serve
ii All Servers
B§ File and Stq

= Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Confirmation

Select one or more features to install on the selected server,

Features

v O
| [W] .NET Framewark 4.8 Features (2 of 7 installed)
I [] Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[ BitLocker Netwaork Unlock
[] BranchCache
[ Client for NFS
[] Containers
[ Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[ Failover Clustering
Group Policy Management
[] Host Guardian Hyper-V Support
[1 170 Quality of Service
[ 115 Hostable Web Core
[] Internet Printing Client
[ IP Address Management (IPAM) Server
[ LPR Port Monitor

DESTIMATION SERVER
WIN-51BFEACFVEU

Description

.NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install

Cancel

BPA results

H £ Tune here to search

Over here, you just want to leave these on default, these are fine for the purposes of

this lab.

View

Hide



Server Manager * Dashboard

Local Serve

Manage

Tools

= Add Roles and Features Wizard

Connect this serv

Installation progress

DESTINATION SERVER

WIM-51BFEACFVKU
View installation progress

o Feature installation

|
Installation started on WIN-51BFE4CFVKU

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

N

BPA results

After clicking next on a couple of the sections, I can finally begin the installation.

Hide




=ﬁ Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation
]

Configuration required. Installation succeeded on WIN-S1BFE4CFVEKU.

— O

DESTINATION SERVER
WIN-51BFEACFVKU

Active Directory Domain Services
Additianal steps are required to make this machine a domain controller.

Promote this serverto a dor'_r‘:'n controller

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD D5 Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Close Cancel

Once the installation is complete, I can then click on “Promote this server to a

domain controller”




ile  Machine View Input Devices

iz Active Directory Domain Services Configuration Wizard

I8 Das . . TARGET SERVER
- Deployment Configuration WIN-SIBFEACFVKU
B Loc | H
i\ Al -
& Deployment Configuration Select the deol . .
T eleC 2 deployment operation
lal AD Domain Controller Options i o . zjfg:}fﬁ
ii File N ) () Add a domain controller to an existing domain ==
Additional Cpficns () Add a new domain to an existing forest
Paths ® Add a new forest

Review Cptions

Specify the domain information far this aperation

Root domain name: aby.domain.com

Mare about deployment configurations

Export configuration settings

I this

Over here, I can click on “add new forest”. Then I inputted my own root domain
name, which is just aby.domain.com



http://aby.domain.com

Server Manager * AD DS

WS ccourcpe

Tools

I58 Dashboar
i Local Servs

l# All Servers i || i
Domain Controller Options

I File and St
Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

DNS Options Forest functional level: Windows Server 2016

Additional Ontions Domain functional level: Windows Server 2016

aths Specify domain controller capabilities
Review Cptions Domain Mame Systern (DNS) server
Prerequisites Check | Global Catalog (5C)

Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssesssssenene

Confirm password: sssssssssssene

More about domain controller options

< Previous | | MNext >

WIN-51BFE4CFVKU

E Active Directory Demain Services Configuration Wizard — O X
RVER
TARGET SERVER ~ Fvku

Over here I just want to set my password for the DSRM




[z Active Directory Domain Services Configuration Wizard
g

i DNS Options

it
Deployment Configuration . . .
Specify DNS delegation options

Domain Controller Options

[] Create DNS delegation

Additional Options
Paths
Revizw Options

Freraguisites Chack

Maore about DNS delegation

- O

X

TARGET SERVER
WIN-S1BFE4CFVKU

< Previous | | Next =

Install

| | Cancel

RVER
FVKU

JASKS

|rn

@]

Leave this unchecked



[z Active Directory Demain Services Configuration Wizard
e

i Additional Options

The MetBIOS domain name:

Maore about additional options

< Previous

Next >

Verify the NetBIOS name assigned to the domain and change it if necessary

Install

- O X

TARGET SERVER
WIN-S1BFE4CFVKU

RVER
FYEU

I left this default should return ABY for me




== crouroc

Aboard = >
[tz Active Directory Domain Services Cenfiguration Wizard — O *
3l Servg
. RVER
ervers P ‘[h TARGET SERVER  Fvku
S atns WIN-SIBFE4CFVKU
and 5t

Deployment Configuration

Domain Controller Options
DINS Options

Additional Options

P

Review Cptions

Prereguisites Check

Specify the location of the AD DS database, log files, and SYSVOL

Database folder:
Log files folder:
SYSVOL folder:

More about Active Directory paths

|cAWindows\NTDS

[

|caWindows\NTDS

[

|caWindows\svsvoL

[ -

<Previuu5|| Next » |

Install

|| Cancel |

IASKS

|rn

I

&

KS




WSS crournc

Dashboard = - -
[Ez Active Directory Domain Services Configuration Wizard - O X
Local Serve
All Servers Revi Ot TARGET SERVER
eview Options WIN-SIBFE4CFVKU
File and St ) .
Deployment Configuration |  Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest. A
DNS Options The new domain name is "aby.domain.com”, This is also the name of the new forest.

Additional Cptions

The NetBIOS name of the domain: ABY

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

< Previous | | Next » Install Cancel

These were all left default.

RVER
FWKU




Server Manager * AD DS Tools

i Dashboard — . . ) " '_‘ .
[z Active Directory Domain Services Configuration Wizard - [m| X

oS croopuvcoc

B Local Servy

& All Servers L. TARGET SERVER 5\:53
Prerequisites Check WIN-SIBFEACFVKU

¥§ File and St

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

AB36 (Acti

Verifying prerequisites for domain controller operation...

) View results —

1. lf you dlick Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Next > Install Cancel

Prereq check.

After all of the prereq checks, I clicked on install.



Server Manager * AD DS

oW ccopucoc

I28 Dashboard _ . ! i . . . -

- [tz Active Directory Domain Services Configuration Wizard - O

B Local Serve

e RVER
BE All Servers TARGET SERVER  Fvku

Installation WIN STBFEACPVKU

FE File and St

Progress
Starting

# ) View detailed operation results

I, Windows Server 2022 domain controllers have a default for the security setting named

"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algorithms when establishing security channel sessions,

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

Installati

More about installation options

MNext > nstall Cancel

After this is completed, my computer should restart.

& This server was successfully configured as a domain controller

[ TFTE]

-

Z]



ABYNAdministrator
X

After the restart we can now sign back in!



File Machine View Input Devices Help

5 Ser\re anager

Server Manager * Dashboard © Manage  Tools

WELCOME TO SERVER MANAGER

Local Server

All Servers
AD DS
DNS QUICK START

0 Configure this local server

Add roles and features

[AS]

= B

File and Storage Services I

5]

3 Add other servers to manage

WHAT'S NEW o _
4 Create a server group

(W]

Connect this server to cloud services

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:3 | Servergroups: 1 | Servers total: 1
il ADDs 1 £ DNs 1
[= =]

@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
EPA results BPA results

£ Type here to search

As you can see, Active Directory and DNS are there at the bottom and we can now
verify that everything is working properly after the installation.



(i

Server Manager * Dashboard @1 P mange oo

Dashboard ] Active Directory Users and Computers - O *

Local Server File Action View Help —
— e | S Sy e I

All Servers & |FH oz HE T aETa%

AD D5 ] Active Directory Users and Com|| Name Type Description

| Saved Queries

g aby.d . [] Saved Queries Folder to store your favo...
apy.domain.com

= aby.domain... Domain

DNsS

File and Storage

< >
Performance Performance
BPA results BPA results

And now we can access active directory users and computers! My domain name is
also there, which is neat!
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